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Summary

Obtain an AWS (Amazon Web Services) account. Explore the console.
Register a domain.

Launch an EC2 instance.

Request a public SSL/TLS certificate.

Log into the EC2 instance and install BIMcloud Basic.

Finalize the network setup.

Setup ARCHICAD to connect to the BIMcloud and share the first project.

Nooh,rwdhpE

This tutorial documents how a BIMcloud was setup on Amazon Web Services to use a newly created
domain (learningbim.org). Itis over 60 pages long, but mainly it is just pictures of the settings and methods
necessary for a working cloud-based host. You are expected to take note of the settings made on each
page. Clearly, “learningbim.org” has been used so you will have to choose a different domain and there
are other changes you will need to make in an appropriate way. Your region may present some of the
dialogs differently than what is shown in this tutorial.

1. Obtain an AWS account

https://aws.amazon.com/console/

® O ® @ awscConsole - Signup X o+
< C & portal.aws.amazon.com/billing/signup#/start o i
aws English ~

S

Create an AWS account

Email address
ebrown@graphisoft.com

AWS Accounts Include
12 Months of Free Tier Access

Password

Including use of Amazon EC2, Amazon S3, and Amazon DynamoDB Confirm password
Visit aws.amazon.com/free for il offer terms
AWS account name &

BIMcloudTutorial

Continue

Sign in to an existing AWS account

D 2020 Amazon Web Services, Inc. or its affiates.
Allrights reserved.


https://aws.amazon.com/console/

The first screen will be the console. For most of the tutorial the EC2 area will be explored.

@ ® @ AWS Management Console * +

&« C & console.aws.amazon.com/console/home?region=us-east-1
aW51 Services - Resource Groups ~ *
—_—

AWS Management Console

AWS services

Find Services
You can enter names, keywaords or acronyms.

Q

P> Recently visited services

¥ All services

{0} Compute == Blockchain D Secu
EC2 Amazon Managed Blockchain 1AM
Lightsail [4 Resou
Lambda &F satellite Cogni
Batch Ground Station Secre!
Elastic Beanstalk Guarc
Serverless Application Repository Inspe:

£} Quantum Technologies

AWS Outposts Amaz



If the EC2 service is clicked a screen similar to the below screenshot will appear. The circled
links will be navigated to as part of this tutorial.

& c @ eu-west-1.console.aws.amazon.com/ec2/vZ/home?region=eu-west-1#Home:

Services v Resource Groups ~ *

@ New EC2 Experience

Tell us what you think Ef
EG2 Dashboard
Resources
Events
Tags !
g You are using the following Amazon EC2 resources in the Europe (Ireland) Region:
Reports
Limits Running instances 1 Elastic IPs 0
¥ INSTANCES Dedicated Hosts 0 Snapshots ]
Instances
Volumes 1 Load balancers 2
Instance Types —
Launch Templates Key pairs 5 Security groups 5
Spot Requests
Placement groups 0

Savings Plans

Reserved Instances
@ Easlly size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the AWS X
Dedicated Hosts Launch Wizard for SQL Server. Learn more

Scheduled Instances

Capacity Reservations

¥ IMAGES
AMIs Launch instance Service health




The side bar is a quick way to navigate to common features of AWS and is available when the
instance page is open. The tutorial will use the highlighted links.

Services v

@ Mew EC2 Experience

Tell us what you think

EC2 Dashboard
Events
Tags
Reports
Limits
¥ INSTANCES
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations
¥ IMAGES
AMIs -

Bundle Tasks

w ELASTIC BLOCK
STORE

Volumes
Snhapshots

Lifecycle Manager

» NETWORK &
SECURITY

Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces
¥ LOAD BALANCING
Load Balancers
Target Groups

¥ AUTO SCALING

Launch Configurations




Before continuing identify a region where your instance will reside. Setting up an instance on

the other side of the world will have performance ramifications for your BIMcloud. In this tutorial the
Ireland region was used. Your region may present some of the dialogs differently than what is shown

in this tutorial.

Identity, & Compliance

«ccess Manager

inager

acie [4

e Sign-On
Manager
jement Service

ervice
eld

all Manager

ub

Access

'D. ebrown @ graphisoft v[

US East (N. Virginia) us-east-1
US East (Ohio) us-east-2
US West (N. California) us-west-1

US West (Oregon) us-west-2

Asia Pacific (Hong Kong) ap-east-1

Asia Pacific (Mumbai) ap-south-1

Asia Pacific (Seoul) ap-northe 2
Asia Pacific (Singapore) ap-southeast-1
Asia Pacific (Sydney) ap-southeast-2

Asia Pacific (Tokya) ap-northeast-1

Explor

Canada (Central) ca-central-1
Amazon

Europe (Frankfurt) eu-central-1
End-to-E
Amazon | Europe (Ireland) eu-west-1

Europe (London) eu-west-2
Amazon Europe (Paris) eu-west-3
The first Europe (Stockholm) eu-north-1
environi

Middle East (Bahrain) me-south-1
Amazon South America (Sao Paulo) sa-east-1
Reduce

Learn more [4

Amazon EMR

The EMR runtime for Apache Spark is up to 32X
faster, delivering improved performance and
lowering costs. Learn more [



2. Register a domain

From the AWS Management Console use Route 53 to create a domain. To get to the AWS
Management Console you can always click on the AWS link in the upper left corner of the
window on the Amazon menu bar.

< C @ eu-west-1.console.aws.amazon.com/console/home?region=eu-west-1#
aws Services v  Resource Groups v %

AWS Management Console

AWS services Access

e it s ~ Register a domain™\
: ~ with Route 53 '

3 minutes Explos

¥ Recently visited services
& Route 53 U 1am
\ Amazor
> Allservices End-to-¢
\ Amazon
Build a solution / . Fres Dy
Get started with simple wizards and automated workflows. / < . Get acce
/ rd - covering
P Learn mi
Launch a virtual machine Build 7web app Build using virtual servers
With EC2 Wi Elastic BeprfStalk With Lightsail
2-3 minutes A minutes, 1-2 minutes Amazor
< Reduce ¢
£y AS X o
Ll $ 4 V
/ AWS 1Q
. SN " " " Connect
Register a domain | Connect an loT device Start migrating to AWS bl
With Route 53 With AWS loT Wwith CloudEndure Migration Getistari
3 minutes 5 minutes 1-2 minutes.

T &

The steps for section 2 are:
1. Search for an available domain
2. Provide contact details
3. Buy the domain ~$12



2.1 Search for an available domain
After deciding on a name, check to see if it is available. Learningbim.org is used in this
tutorial and cannot be used. After choosing [check] a few suggestions will be offered.

awg Services v Resource Groups v * A ebrown @

1: Domain Search H
Choose a domain name
2: Contact Details | !ﬁarn!ngpim\ .com - $12.00 - m
3: Verify & Purchase To register a domain name, start by finding one that's available. Enter the first part of the name (such as sxan*,.)\e in example.com), choose an extension

(such as .com or .org), and click Gheck. We'll tell you whether it's available and whether you can get it with other extensions. Learn more.

Be aware that some TLDs ( https://en.wikipedia.org/wiki/List_of_Internet_top-level_domains )
are significantly more expensive than the $12 choice made here.

Choose a domain name

learningbim .com - $12.00 v m

Availability for 'learningbim.com’
Domain Name Status Price /1 Year Action

learningbim.com ¥ Unavailable

Related domain suggestions

Domain Name Status Price /1 Year Action

innovationbim.com «  Available $12.00 Add to cart
innovationbim.net +  Available $11.00 Add to cart
learningbim.info +  Available $12.00 Add to cart
learningbim.me «  Available $17.00 Add to cart
learningbim.mobi +  Available $12.00 Add to cart
learningbim.net +  Available $11.00 Add to cart
learning tI'm.org «  Available $12.00 Add to cart


https://en.wikipedia.org/wiki/List_of_Internet_top-level_domains

2.2 Provide contact details for your domain.
Pay attention to the email, it is where validation requests will go.

Contact Details for Your 1 Domain

Enter the details for your Registrant, Administrative and Technical contacts below. All fields are required unless specified otherwise. Learn more.

My Registrant, Administrative and Technical Gontacts are all the same: @ Yes  No

Registrant Contact

Contact Type © | Company -3 |
First Name Ed
Last Name Brown

Organization @ l Graphisoft|

Email ebrown@ _

Phone +| 36

Enter country calling code and phone number

Address 1 Zahony u. 7

Street address, RO, box

Address 2 G ep.

Apt, suite, unit, building, floor, etc.

Country Hungary 5
State
City Budapest
Postal/Zip Code 1031

Privacy Protection @ When the contact type is Company:

« Privacy protection hides some contact
details for .org domains.

©Enable (" Disable



After you have checked your contact details, you will need to verify your email. An email
verification will be sent to the address you provided.

Check your contact details

Confirm that the following contact information is correct. When you complete your purchase, we'll use this information for all of the domains in your
shopping cart.

Registrant Contact Administrative Contact Technical Contact

Ed Brown Ed Brown Ed Brown

Graphisoft Graphisoft Graphisoft

ebrown@g | ebrown( ebrown@ . .ceae.
+36. +36.° +36.

Zahony u. 7 G ep. Zahony u. 7 G ep. Zahony u. 7 G ep.
Budapest Budapest Budapest

1031 1031 1031

HU HU HU

Privacy protected Privacy protected Privacy protected

Managing DNS for Your New Domain

To make it easier for you to use Route 53 as the DNS service for your new domain, we'll automatically create a hosted zone. That's where you store
information about how to route traffic for your domain, for example, to an Amazon EC2 instance. If you won't use your domain right now, you can
delete the hosted zone. If you will use your domain, Route 53 charges for the hosted zone and for the DNS queries that we receive for your domain.
For more information, see Amazon Route 53 Pricing.

Do you want to automatically renew your domain?

When you register a domain name, you own it for a year. If you don’'t renew your domain name registration, it expires and someone else can register
the domain name. To ensure that you can keep your domain name, you can choose to renew it automatically every year. The cost of renewing your
domain name is billed to your AWS account. You can enable or disable automatic renewal at any time using the Route 53 console. For more
information, see Renewing Registration for a Domain. X

©Enable " Disable

Terms and Conditions

Amazon Route 53 enables you to register and transfer domain names using your AWS account. However, AWS is not a domain name registrar, so we
use registrar associates to perform registration and transfer services. When you purchase domain names through AWS, you are registering your
domain with one of our registrar associates. The registrar for your domain will periodically contact the registrant contact that you specified to verify
the contact details and renew registration.

| have read and agree to the AWS Domain Name Registration Agreement

Verify the Email Address for the Registrant Contact

We just sent an email to ebrown@graphisoft.com. Click the link in the email to verify that we were able to reach you. The email will come from
noreply@registraramazon.com. After you click the link, return to this page to complete the purchase. If the verification email is going to someone
else, you can skip verification for now.

Important
If you don't click the link, we're required to suspend the domains that require email verification. Suspended domains aren’t available on the internet.

If ebrown@graphisoft.com is the wrong address, choose Back and correct the address.

10



The email will look something like the below. You only need to click on the link and your
email will be verified.

[Action required] Verify your email address to register a domain with Route 53

: s Repl & Reply All —> F d
@ Amazon Reqistrar <noreply@registrar.amazon.cor O Reply © Reply orer

090

Toe Brown, Edward Tue 3/17/2020 10:16 AM

@. Click here to download pictures, To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Hi,

We received a request in the last few minutes to send you this email. To register a domain, you need to verify that the
email address for the registrant contact is valid.

To verify your email address, click the following link (no password is required):

https://registrar.amazon.com/email-verification?code=yYe0B10XEIKh NdtFv2 ws0047i4C%2 FO%2F5EROYARBSIPI0

If you didn't request a verification email, contact Amazon Web Services Customer Support immediately.

Amazon RouteISS

Amazon Registrar should confirm the verification was successful.

(& & registrar.amazon.com/email-verification?code=yYe0B 10XEIKhNdtFv2ws004

Amazon Registrar

Email address verification

Email ebrown@agraphisoft.com was successfully verified

After you complete the order it will take some time for the domain to be registered. My
domain registration took about 2 hours.

Pending requests

Domain Name « Status

learningbim.org Domain registration in progress

"



Once your domain is ready to use it should be visible in the Registered domains page. At this
point click on the AWS link on far upper left corner of the window on the Amazon menu bar in
preparation for launching an EC2 instance.

# console.aws.amazon.com/route53/home?#DomainListing:

aws Services v  Resource Groups v %

Registered domains

Dashboard

Hosted zones Register Domain Transfer Domain Domain Billing Report

Health checks

Q search domains by prefix X

Traffic flow

Traffic policies Domain Name + | Privacy Protection Expiration Date
Policy records A All contacts October 04, 2020
Domains learningbim.org All contacts March 17, 2021

Registered domains

Pending requests

Resolver

VPCs

Inbound endpoints
Outbound endpoints

Rules

12



3. Launch an EC2 instance

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

¥ Recently visited services

& Route 53 D 1am
L3
P All services
Build a solution
Get started with simple wizards and automated workflows.
Launch a virtual machine Build a web app Build using virtual servers
With EC2 ‘With Elastic Beanstalk With Lightsail
2-3 minutes 6 minutes 1-2 minutes
£} (\‘qu? :
[ Q%
Register a domain Connect an loT device Start migrating to AWS
With Rnute 83 With AWS InT With ClnudFndure Minratinn

The steps for section 3 are:
1.  Choose an AMI (Amazon Machine Image).
2. Allocate to this image a package that includes CPU, RAM base data storage and
network bandwidth — an instance type.
Configure the instance.
Add data storage
Label the instance.
Accept initial RDP security group. More will be later configured after the instance is

o o s W

Created.

7. Review settings; launch the instance and obtain the key pair needed for obtaining the
Administrator password of the instance.

8. Verify the instance is ready for use.

13



3.1 Choose an AMI.

The below AMI is recommended for BIMcloud.

o Microsoft Windows Server 2019 Base - ami-03293990d939c22fd
Windows Microsoft Windows 2012 Datacenter edition. [English]

Free tier eligible

Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

3.2 Choose an instance type.
The choice of instance type will strongly affect the cost of the instance and its performance.
Both memory and data store bandwidth are important.

iy upunicey Xivaxye 0 w00 I x 40U o) es Up W U agaur oS
Memory optimized x1e.8xlarge 32 976 1% 960 (SSD) Yes Up to 10 Gigabit Yes
LU= Memory optimized instances have the lowest cost per GB of RAM among 11920 (SSD) Yes 10 Gigabit Yes
Amazon EC2 instance types. We recommend memory optimized instances for
2x 1920 (SSD) Yes 25 Gigabit Yes
1x75(55D) Yes Up to 10 Gigabit Yes
[ ] 2 | 21d.xlarge 1150 (SSD) Yes Up to 10 Gigabit Yes
Memory optimized z1d.2xlarge 8 64 1% 300 (SSD) Yes Up to 10 Gigabit Yes

3.3 Configure the instance.

In the following panel | took the default settings with the exception of the accidental
termination setting -- it is a safety precaution worth checking. Some regions may have
different options. Click on [add storage] to proceed to the next configuration page.

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lowt

Number of instances () 1 Launch into Auto Scaling Group (j
Purchasing option () _I Request Spot instances
Network (i vpc-e9ac9bsd 3| C Create new VPG
Subnet (j subnet-e9dfdagd | etcd-subnet-a | eu-west-1a s Create new subnet

251 IP Addresses available

Auto-assign Public IP Use subnet setting (Enable) s
Placement group (j ~I Add instance to placement group
= a
Capacity Reservation (j) Open *) C create new Capacity Reservation
Domain join directory (i) No directory s c Create new directory
lAM role (i None 3| C Create new IAM role
CPU options  (j ~I Specify CPU options
Shutdown behavior (j Stop B
Enable termination protection i Protect against accidental termination
Monitoring (i) _| Enable CloudWatch detailed monitoring
Additional charges apply. N
EBS-optimized instance i Launch as EBS-optimized instance
Tenancy (i) Shared - Run a shared hardware instance s

Additional charges will apply for dedicated tenancy.

Elastic Graphics (j _I Add Graphics Acceleration
Additional charges apply.
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3.4. Add Storage

In the instance type chosen for this tutorial 150GB was already added, and this size is
acceptable for the small BIMcloud Basic that is being setup. Later, within the instance it will
be necessary to configure this extra storage 150GB volume. In the tutorial it will be assigned
to the “D:” drive. This extra data store is not available within the instance by default, only the
“C:” drive is available from the start.

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

= T = . 2 . Throughput Delete on =
Volume Type i Device i Snapshot i Size (GIB) i Volume Type i 10PS i (MB/s) (i Termination (i Encryption (i
Root /dev/sdal snap-04376d6db22656016 30 General Purpose SSD (gp2) s 100/3000 NA Not Encryptec v
ephemeral0 /dev/nvmeOn1 NA 150 NVMe SSD NA NA N/A Hardware Encrypted
Add New Volume

Free tler eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibllity and
usage restrictions.

3.5 Label the instance

“Name” is not a default value you will need to enter it as well as the value. Then click
[next:configure security group ] at the bottom of the page to proceed to the next configuration
panel.

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (256 characters maximum) Instances (i Volumes (i)
Name BIMcloud ] [x]
Add another tag (Up to 50 tags maximum)

3.6 Accept the RDP default security group.

Remote desktop will be necessary to access the BlMcloud instance. Change the Security
group name to: “rdp-ec2”, and the description to “internet facing rdp only open.” Those
changes better document this security group

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic
to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: @) Create a new security group

Select an existing security group

Security group name: launch-wizard-1
Description: launch-wizard-1 created 2020-03-17T14:22:00.784+01:00
Type (i Protocol (i Port Range (i Source (i Description (i
RDP 0 TCP 3389 Anywhere $| 0.0.0.0/0, :/0 ©.g. SSH for Admin Desktop [x]
Add Rule k

A Warning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known [P addresses only.

15



3.7. Review the settings made so far and launch the instance

Make sure everything looks correct then click on [Launch] to continue.

1. Ghoose AMI

2. Choose Instance Type

3. Configure Instance 4. Add Storage 5. Add Tags

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

6. Configure Security Group

7. Review

A Improve your instances' security. Your security group, launch-wizard-1, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can aiso open additional ports in your security group to facilitate access 1o the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Learn more about free usage tier eligibility and usage restrictions.

~ AMI Details

o Microsoft Windows Server 2019 Base - ami-03293990d939¢22fd

PRSITRE \licrosoft Windows 2019 Datacenter edition. [English]
ELLEH Root Device Type: ebs  Virtualization type: hvm

If you plan to use this AMI for an application that benefits from Microsoft License Mobility, fill out the License Mobility Form. Don't show me this again

~ Instance Type
Instance Type

z1d.xiarge

~ Security Groups

Security group name
Description

Type (i)
RDP
RDP

» Instance Details
» Storage

» Tags

ECUs VCPUs Memory (GIB) Instance Storage (GB)

28 4 32 1x150

launch-wizard-1
launch-wizard-1 created 2020-03-17714:22:00.784401:00

Protocol (i Port Range (i
TCP 3389
TCP 3388

EBS-Optimized Available

Yes

Source

0.0.0.0/0
0

DomT Show e Vs agan

Edit AMI

Edit instance type
Network Performance

Up to 10 Gigabit

Edit security groups

Description (i

Edit instance details
Edit storage

Edit tags

Cancel  Previous Launch
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3.7.1. Obtain the key pair

The key pair is needed to access the Administrator password for the instance. Place this in a
safe folder after downloading it. This will be needed in step 5.1.

Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

[ Create a new key pair

Key pair name
ILasrningBIml

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
itina and 1. You will not be able to download the file
again after it's created.

cano

17



3.8. After initializing the instance, it will be available:

Once you have confirmed the instance is running you will again need to return to the AWS
Management Console for the next section. To navigate to the Management Console click on
the AWS in the top left-hand corner of the window on the Amazon menu bar.

Services ¥  Resource Groups ~ ~  Support ~
@ New EC2 Experience Launch Instance v [IRUNT SR
Tl what you tink A o % 0
EC2 Dashboard Q, Filter by tags and attributes or search by keyword (=] 1tot1of1
Events
( @ Name - | Instance ID ~ Instance Type -~ Availability Zone - Instance State - Status Checks - Alarm Status Public DNS (IPv4) - IPv4PubliclP -
Tags
®  BiMcloud i-Ofa541b16546c444d  z1d xlarge euwest-1a @ running @ 22checks... None “s ec23425510420deu.. 34.255.194.204
Reports
Limits L3
¥ INSTANCES.
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations

¥ IMAGES
AMIs

Bundie Tasks

- ELASTIC BLOCK
STORE

Volumes
Snapshots.

Lifecycle Manager

NETWORK & | 1-0tas41b: Public DNS: ec2-34-255-194-204. 1 m [—R ==
SECURITY

Secuy’ity Groups Description Status Chacks Monitoring Tags

Efsatic IPs Instance ID  i-Dfa341b16546c444d Public DNS (IPvd)  ec2-34-256-194-204.eu-west-

Placement Groups 1.compute.amazonaws.com

Instance state  running IPva Public P 34.265.194.204
P:
Key Pairs Instance type  z1d.xarge PG IPs
Network Interfaces Finding  None. Recommendations unsupported Elastic IPs
P N: ip-172-16-1-162.eu-west-1.compute.internal Availabilit eu-west-1a
¥ LOAD BALANGING rivate DNS  ip- u- pute.is wailability zone -
Private IPs  172.16.1.162 Security groups  launch-wizard-1. view inbound rules. view outbound
Load Balancers
rules
Target Groups Secondary private IPs Scheduled events  No scheduled events
VPCID  vpc-e9acOb8d AMIID Windows_Server-2019-English-Full-Base-2020.03.11

¥ AUTO SCALING
(ami-NA2838ANAARAC22 )
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4. Request a public SSL/TLS certificate.

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

» Recently visited services

¥ All services

i1 Containers

{0} Compute == Blockchain
EC2 Amazon Managed Blockchain
Lightsail [4
Lamkda & Satellite
Batch

Ground Station
Elastic Beanstalk

Serverless Application Repository
AWS Outposts
EC2 Image Builder

@ Quantum Technologies
Amazon Braket [4

(=] Management & Governance
AWS Organizations
CloudWatch
AWS Auto Scaling
CloudFormation
CloudTrail

Elastic Container Registry
Elastic Container Service
Elastic Kubernetes Service

The steps for section 4 are:

1.

No o prwD

Request a public certificate.

Add the domain name and related hosts.
Verify via the administrator’s email.
Label the public certificate.

Confirm and request the certificate.

[ Security, Identity, &

Compliance

1AM

Resource Access Manager
Cognito

Secrets Manager
GuardDuty

Inspector

Amazon Macie [&

AWS Single Sign-On
Certificate Manager

Key Management Service
CloudHsM

Directory Service

WAF & Shield

AWS Firewall Manager

Confirm the emails that were sent to the owner/administrator/tech.

Confirm validation status is successful.
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4.1 Request a public certificate

First start the process by clicking on [Request a certificate].

Sertificates Certificates 2}
Certificate Manager

AWS Certificate Manager logs domain names from your i Into public (CT) logs when renewing certificates. You can opt out of CT logging.
Learn more

Private certificate authority

Private CAs
Requesta c‘,qx’mﬂcale . Import a certificate Actions ~

Q
o
(]

On the next page make sure to choose “Request a public certificate.”

Request a certificate

Choose the type of certificate for ACM to provide.

© Request a public certificate -  Request a public certificate from Amazon. By default, public certificates are trusted by browsers and operating systems. Learn more.

Request a private certificate - No Private CAs available for issuance. Learn more.

In some regions the above panels may not appear. If the bottom screen is shown choose
“Provision certificates.”

Services v Resource Groups ~ * [\ MW@CL v Sydney v  Support

AWS Certificate Manager

AWS Certificate Manager (ACM) makes it easy to provision, manage,
deploy, and renew SSL/TLS certificates on the AWS platform.

User guide

1] s |

Provision certificates Private certificate authority
Provide the name of your site, establish your identity, and let ACM do the You or your IT Administrator can establish a secure managed Infrastructure for issuing
rest. ACM manages renewal of SSL/TLS certificates issued by Amazon and revoking private digital certificates. Private certificates identify and secure
or by your own private Certificate Authority. applications, services, devices and users within an organization.
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4.2 Add the domain name and related hosts

The domain that was set up in section 2 is needed now for the certificate creation.
Additionally, we need a certificate that is good for several hosts. In this tutorial the BIMcloud
Manager will be addressed through a load balancer we set up in steps 6.2. Its address will be
mgr.learningbim.org. The BIMcloud Server will be hosted on srv.learningbim.org. As you can

see there are already several hosts. Instead of specifying:

learningbim.org
srv.learningbim.org
mgr.learningbim.org
anything.learningbim.org

vV VvV VvV VvV

We will after we specify our main domain learningbim.org we will use *.learningbim.org with
the wildcard ¥ to mean any additional host that ends with learningbim.org should also be

covered with this certificate. See the illustration below:

Request a certificate

AWS Certificate Manager logs domain names from your certificates into public certificate transparency (CT) logs when renewing certificates. You can opt out of CT

Step 2: Select validation method

Step 1: Add domain hames
logging. Learn more

Step 3: Add Tags

Step 4: Review

Step 5: Validation ‘ You can use AWS Certificate Manager certificates with other AWS Services.

(2]

Add domain names

Type the fully qualified domain name of the site you want to secure with an SSL/TLS certificate (for example, www.example.com). Use an asterisk (‘) to request a wildcard
certificate to protect several sites in the same domain. For example: *.example.com protects www.example.com, site.example.com and images.example.com.

Domain name* Remove

learningbim.org

* learningbim.org| ] Used to add the second “wildcard” hosts

Add another name to this certificate

his certificate. For example, if you're requesting a certificate for "www.example.com", you might want to add the name "example.com" so that customers can

. Learn more

*At least one domain name is required Cancel m

4.3 Verify via the administrator’s email

Request a certificate

Step 1: Add domain names Select validation method
Stop 2: Salect vallkdation method Choose how AWS Certificate Manager (ACM) validates your certificate request. Before we issue your certificate, we need to validate that you own or control the domains for
Step 3: Add Tags which you are requesting the certificate. ACM can validate ownership by using DNS or by sending email to the contact addresses of the domain owner.
Step 4: Review
Step 5: Validation DNS validation
Choose this option if you have or can obtain permission to modify the DNS configuration for the domains in your certificate request. Learn more.

% Email validation
Choose this option if you do not have permission or cannot obtain permission to modify the DNS configuration for the domains in your certificate

request. Learn more.
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4.4 Label the public certificate

Request a certificate

Step 1: Add domain names Add Tags

Stop 2: Select validation method To help you manage your certificates you can optionally assign your own metadata to each resource in the form of tags. Learn more.
| step 3: Add Tags

Step 4: Review Tag Name Value
Step 5: Validation https_cert learningbim.org|
Add Tag

4.5 Confirm and request the certificate

Request a certificate

Step 1: Add domain names Review
Step 2: Select validation method

Step 3: Add Tags Domain name

| step 4: Review The names you want 1o secure with an SSL/TLS certificate.
Step 5: Validation

Domain name learningbim.org
Additional name *.learningbim.org

Validation method

The method AWS uses to validate your certificate request.

Vvalidation method Email

Tags

The label you want to assign to the certificate,

Tag name Value
https_cert  learningbim.org

Cancel Previous Confirm and request

The following page will show the request is in progress.

© Request in progress

A certificate request with a status of Pending validation has been created. Further action is needed to complete the validation and approval of the certificate.

Validation (7]

‘We will send emall to the registered owner of each domain listed below. To validate control of the domain, the owner of the domain or an authorized representative must go to
the Amazon certificate approval website and approve the request. Further instructions are provided in the body of the email.

If you or an authorized representative did not receive the email we sent, or if you want to learn more, click the help icon (?) above.
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4.6 Confirm the emails sent to the owner/administrator/tech

Check your email. If you do not receive emails also check your junk mail folder.

Search Current Mailbox  J2 | Current Mailbox -

Certificate approval for learningbim.org

Al Unread By Date~ T P P -
— . - - - y Repk Reply All Forward e
~ Today = Amazon Certificates <forwardingservice@mail.wh 2 ey 2 MEPY

To owner@learningbim.org.whoisprivacyservice.org Thu 3/19/2 AM
Amazon Certificates lick here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.
owner@learmadigbim.org.w... 807 AM [
Amazon Certificates =
owner@learningbim.org.w... 8:07 AM

Greetings from Amazon Web Services,

Amazon Certificates B . .
tech@learningbim.org.wh... 807 AM We received a request to issue an SSLTLS certificate for learningbim.org.

Verify that the following domain, AWS account ID, and certificate identifier correspond to a
Amazon Certificates request from you or someone in your organization.
admin@learningbim.org.w... 8:07 AM
Domain: learningbim.org
AWS account ID: 3148-4879-7962
Amazon Certificates AWS Region name: eu-west-1
e it Certificate identifier a260c674-e3ad-4bbe-baf4-151c5b2be552

e To approve this request, go to Amazon Certificate Approvals ( hitps://eu-west-
Amazon Certificates _
tech@Iearningbim.org.wh... 8:07 AM 1.certificates. amazon.com/approvals?code=43dc2f34-7d27-416f-9b15-
d2df7cb5fc36&context=9ee3bfbc-Tfac-468d-8f09-c181f3b44d25-65752d776573742d31 )
and follow the instructions on the page.

IT you choose not to approve this request, you do not need to do anything.
This email is intended solely for authorized individuals for learningbim.org. To express any

concerns about this email or if this email has reached you in error, forward it along with a
brief explanation of your concern to validation-guestions@amazon com.

Sincerely,
Amazon Web Services

After you click on the link in the email, you will be presented with a web page where you must
approve the request. You may need to press approve from many of the email links you
received.

C & eu-west-1.certificates.amazon.com/approvals?code=43d

-416f-9b15-d2df7cb5fc368.context=9ee3bfbc-7fac-468d-8f09-c181f3b44d

amazon
webservices

Amazon Web Services (AWS) has received a request to issue an SSL certificate for learningbim.org. You are listed as one of the authorized
representatives for this domain name. Your authorization is required prior to issuing this certificate.

Verify that the domain name, AWS account 1D, and certificate identifier below correspond to a request from you or a person authorized to
request certificates for this domain name.

Domain name learningbim.org
AWS account number 3148-4879-7962
AWS Region eu-west-1
Certificate identifier a260c674-e3ad-4bbc-baf4-151c5b2be552

Review the information presented above and click I Approve only if you recognize the request and the
account requesting it. By clicking I Approve, you authorize Amazon to request a certificate for the above
domain name.

| Approve
If you choose not to approve this request, close this page.

If you have concerns about the validity of this request, forward the email you received with a brief explanation of your concern to: validation-
questions@amazon.com
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4.7 Confirm validation status is successful

Certificates Certificates ©

| centiticate Manager

4 AWS Certificate Manager logs domain names from your certificates into public certificate transparency (CT) logs when renewing certificates. You can opt out of CT
logging. Learn more

Private certificate authority
Private CAs

Request a certificate &, Import a certificate Actions ~ F - A ]

« < Viewingcertificates1t02 » »

Name + Domain name ~ Additional names Status ~ Type ~ Inuse? ~ Renewal eligibility ~
- - learningbim.org * |earningbim.org Pending validation ~ Amazon Issued  No Ineligible

Status

A Validation not complete
The status of this certificate request is "Pending validation®. Further action is needed to validate and approve the certificate. Learn more.

Domain Validation status
» learningbim.org Success
» “Jearningbim.org Pending validation
Details
Type Amazon Issued Requested at 2020-03-19T07:06:34UTC
Inuse? No Public key info  RSA 2048-bit
Domain name  learningbim.org Signature algorithm SHA256WITHRSA

Number of
additional names

Additional names “.learningbim.org
Identifier a260c674-e3ad-4bbc-baf4-151c502be552 Validation state
Serial number N/A

ARN arn:aws:acm:eu-west-
1:314848797962:certificate/a260c674-e3ad-
4bbc-bafd-151c5b2be552

Pending

Make sure all hosts in the domain have a successful validation status.

Status

Status Issued
Detailed status The certificate was issued at 2020-03-19T07:10:06UTC

Domain Validation status
» learningbim.org Success

» *.learningbim.org Success
Details
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5. Log into the EC2 instance and install BlIMcloud basic

Steps for section 5 are:

Obtain the Administrator password

Download Remote Desktop file used to dial into the instance.
Add remote desktop file to your Microsoft Remote Desktop client.
Double click on the newly added client entry.

Enter the Administrator password obtained in step 1.

Disable enhanced security for Internet Explorer

Download BIMcloud Basic from GRAPHISOFT.

Initialize the “D:” drive

Install BIMcloud Basic

1. Pay attention to which drives you direct project/manager data

©ONOGO s LN S

2. Pay attention to passwords!
3. Address of BIMcloud Basic will change to FQDNs soon. The local ip addresses are
temporary until the network traffic routing using https certificates is finalized.

5.1. Obtain the Administrator password
From the instance page, choose [Connect] then from the pop-up dialog choose [Get
Password]

Connect to your instance

Connection method @ A standalone RDP client (i)
") Session Manager (i)

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted, connect to your instance using the following details:
Public DNSec2-34-255-194-204 eu-west-1.compute.amazonaws.com

User name’s SHEtS
Password Get Password
If you've joined your instante 10 & GIFECTOTY, You can use your directory credentials to connect to your

instance.
If you need any assistance connecting to your instance, please see our connection documentation.
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Open the key pair that was saved in step 3.7, then [Decrypt Password].

[ keyPair £ Q Search

pem . LearningBim.pem

ki @"f’f%;"ﬁ(ﬁx
| S i .a"l.l."(.-‘_Hn‘i-’)n” ey
" I 1 e -‘;J E
Connect to your instance > Get Password X

Connection method @ A standalone RDP client (i)
(" Session Manager (i)

The following Key Pair was associated with this instance when it was created.

Key NamelearningBim.pem
In order to retrieve your password you will need to specify the path of this Key Pair on your local
machine:

1 (Key Pair Path Choose File | No file chosen
Or you can copy and p :

2 ( Decrypt Password)
=
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Once you have decrypted the password. Store it somewhere safe, if lost or forgotten you will
need to recreate the instance.

Connect to your instance b4

Connection method @ A standalone RDP client (i)
~ Session Manager (i)

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted, connect to your instance using the following details:
Public DNSec2-34-255-194-204.eu-west-1.compute.amazonaws.com
User nameAdministrator
Pas S Ord 5 e | ¥
If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.
If you need any assistance connecting to your instance, please see our connection documentation .

5.2. Download Remote Desktop file used to dial into the
instance

Connect to your instance X

Connection method @ A standalone RDP client (i)
" Session Manager (i)

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Han@a Desktop File

When prompted, connect to your instance using the following details:
Public DNSec2-34-255-194-204.eu-west-1.compute.amazonaws.com
User nameAdministrator
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5.3. Add remote desktop file to your Microsoft Remote Desktop
client.

If you have not used Remote Desktop before, or you need to find the right installation check
out the below link:
https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-

services/clients/remote-desktop-clients

On a mac you drag and drop the rdp file that was downloaded in step 5.2 into the Remote
Desktop window.

[ NoN ] Microsoft Remote Desktop

—>

Drag and Drop
into Microsoft Remote Desktop

oo

{1 € ec2-34-255-194-204. st-1.compute com.rdp

3

Add your first PC connection
to get started.

Add PC

ec2-34-255-194-204.eu-
west-1.comp...naws.com.rdp ;

N7 hutas Import your data from Remote

! Desktop 8.

@ Macintosh HD > [ |> @ > [ Downloads > @ ec2-34-255-194-204.eu-west-1.compute.amazonaws.com.rdp

5.4. Double click on the newly added client entry
Chose the appropriate way to launch Remote Desktop for the operating system you are using.

[ NON ) Microsoft Remote Desktop
=% v+ v PCs Workspaces Q
| ()

ec2-34-255-194-204...pute.amazonaws.com
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5.5. Enter the Administrator password obtained in step 5.1

Enter Your User Account

This user account will be used to connect to
ec2-34-255-194-204.eu-west-1.compute.amazonaws.com \
(remote PC).

Username: Administrator

Password: lllnIol.l (IT1 }

| Show password ﬂ

Cancel Continue

5.6. Disable enhanced security for Internet Explorer

Internet Explorer default settings are not helpful when using the browser for downloading
BIMcloud to the instance or navigating in the BIMcloud Manager. These enhanced security
policies will also get in the way of BIMcloud licenses.

& resi//iesetup.dil/HardAdmin.htm

& Internet Explorer Enhanced ... % |

Internet Explorer Enhanced Security Configuration is enabled

7 Internet Explorer Enhanced Security Configuration is currently enabled on your server, This cor
) configuration also reduces the exposure of your server to Web sites that might pose a security
Enhanced Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Expl

\ shares. If you want to browse a Web site that requires Internet Explorer functionality that has |
\:j For more information, see Managing Internet Explorer Enhanced Secunity Configuration.
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Launch the Server Manager from the Windows start screen or the Windows task bar. Make
sure the setting is off for both Administrators and Users.

PROPERTIES

I Dashboard 2AMAZ-VM47IT8

Local Server

All Servers

Computer name EC2AMAZ-VM4T7IT8
Workgroup WORKGROUP

Never

| 5 Never check for updates
#® File and Storage Services b

Never

fender Firewall  Public: On

Real-Time Protection: On

Rem: Enabled Settings
Rem Enabled rity Configuration On
NIC Teaming Disabled (UTC) Coordinated Universal Time
Ethernet 3 Pvd address assigned by DHCP, IPv6 enabled 00430-00000-00000-AA025 (activated)
7 Intemet Explorer Enhanced Security Configuration X
Operating system version Bbarced S C (EESC) reduces the Intel(R) Xeon(R) Platinum 8151 CPU @
His e noriiation siidoe exposure of your server to potentil attacks from Web-based content. RAM)
Enhanced Seaurity C enabled by
default for Administrators and Users groups.
Administrators:
EVENTS 9 ©on Fecomnersdy
All events | 0 total -
CeE e ————————
Filter pel z) v
Users:
Server Name ID Severity Source log Date and Time

¥ @ 0n (Recommended)

@ Oof 44—

More about Internet Explorer Enhanced Security Configuration

[

5.7. Download BiMcloud Basic from GRAPHISOFT.

Choose the latest version of BIMcloud that is available:

https://www.graphisoft.com/downloads/bimcloud/

Download and Install BIMcloud

This installer can be used by both BIMcloud and BIMcloud Basic users.

0 Make sure your computer meets the system requirements
BIMcloud is a 64-bit application that requires:
+ Windows Server 2019, Windows Server 2016, Windows 10 or

» macOs 10,15 Catalina, macOS 10,14 Mojave, macOs 10,13 High Sierra
+ Check our detailed system requirements and our hardware recommendations

e Download and Install BIMcloud
Latest version, available for language versions: AUS, AUT, BRA, CHI, CZE, FIN, FRA, GER, GRE, HUN, INT, ITA, JPN,

KOR, NED, NOR, NZE, POL, POR, RUS, SPA, SWE. TAI, TUR, UKI, USA
Last modified: February 24, 2020

Download BiMcloud (~800 MB) and follow the on-screen prompts:

| BiMcloud 2%0.1 for Windows BIMcloud 2020.1 for macOS
g
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5.8. Initialize the “D:” drive

From the start menu choose “Computer Management.” You will need to select the disk that is
“Unknown” and initialize it.

-
File Action View Help
o9 2@ HEE=XE0E 20

a- Computer Management (Local Volume| Layout[ Type[ File Systeml Status

v [f} System Tools == (C:) Simple Basic NTFS Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition
(D Task Scheduler
3] Event Viewer
2| Shared Folders
& Local Users and Groups
(®) Performance

& Device Manager Initialize Disk X
-
v & Storage You must infialize a disk before Logical Disk Manager can access it
W Windows Server Backug
= Disk Management Select disks:
=y Serviclasand Applications W{Disk 1
v Use the following partition style for the selected disks 5
(®) MBR (Master Boot Record) —
oiko O GPT GUID Partzion Table) =
Basle Note: The GPT partition style Is not recognized by all previous versions of
30.00 GB Windo
- WS,
Online
=
“ODisk 1 L ———————————————————
Unknown ‘
139.70 GB | 135.70 GB

Not Initialized i Unallocated

~
v

W Unallocated Ml Primary partition

After launching the Simple Volume Wizard, Set the Simple volume size in MB to the Maximum
disk space in MB. This value should be already entered as a default value.

New Simple Volume Wizard x

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 143045
Minimum disk space in MB: &
Simphe volume size in MB: =
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In the following dialog keep the default settings (NTFS file system, Allocation size Default)

New Simple Volume Wizard X

Format Partition
To store data on this partition. you must format it first

Choose whether you want to format this volume, and if so, what settings you want to use.

O Do not format this volume
(®) Format this volume with the following settings
Fle system: NTFS
Allocation unit size: Default v
Volume label: [New Vokume ]
| Pedorm a quick format
| [[] Enable fie and folder compression

<ok |[Re> ] [ Coca

Choose [Next] then [Finish]. At this point BIMcloud installation downloaded in step 5.7 can be
run.

5.9. Install BiIMcloud Basic

Below are a few things to pay attention to while installing BIMcloud Basic. If you are
unfamiliar with the steps to install BIMcloud Basic please also consult the following link.

https://helpcenter.graphisoft.com/category/working-in-teamwork/install-and-setup-bimcloud/

clow .1 Installation —
o BIMcloud 2020.1 liati X

Welcome to the BiMcloud 2020.1 Installation Wizard

O ('_\ .‘\ / This program will install BIMcloud 2020.1 on your computer.

S 4 /
.r—\& _.} N Please note: BIMcloud 2020, can hest projects only from ARCHICAD

.'\__f’ O wversion 19 and up.

<Back | Next> | Cancel
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5.9.1 Pay attention to which drives you direct project/manager
data

The configuration will rely on the default port 22001 for the BIMcloud Server being used.
Point the project and library folders to the newly initialized drive placing them in folders that
are sensibly named.

Warning: In the tutorial an ephemeral drive is used. If the instance is stopped by you or
another administrator you have authorized, the data on this drive will be lost. If you plan on
stopping/starting the instance you should consider more expensive permanent data storage
options.

&3 Configure BIMcloud Server (Server-2020-03-19) - X
Basic settings - BIMcloud Server

Select a communication porc
Port: 22001 |3
ARCHICAD and the BlMcloud Manager will use the above port to connect
1O Your Server.
Data Folder:
Data of shared projects and libraries will be stored in the subfolder.

Changing the default folder will not affect already existing projects and
libraries, only the newly shared ones will be created at the new location.

internal 55D drive

Projects:
D-\srvData\Projects
Free Space on D: 140 GB Browse

Libraries:
D:\srvData\Libraries

Free Space on D: 140 GB Browse...

Cache:
D:itmplsrvCache

Free Space on D: 140 GB Br 4.@
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5.9.2 Pay attention to passwords!

This BIMcloud is open to the Internet and for that reason the masteradmin password should
be a secure password (In general it should be!). Like the BIMcloud server setup, direct the
manager data to a sensibly named folder on the D: drive.

&% Configure BIMcloud Manager (Manager-2020-03-19) — b
Basic settings - BIMcloud Manager

Enter a display name for your BiMcloud
Display name: LearningBIM - BlMcloud

Display name is used in ARCHICAD's server popups to easily identify your
server, independent of the currently used address (which can be
different for every user).

Select a communication port

Pore 22000 ﬂ

ARCHICAD will use the above port to connect to your BiMdoud. Usage:
htp:/fexample.com:22000

Create & password for the built-in ‘'masteradmin’ user:
p&SS'HClI"di sessmsamreenan
Il"’Er'If"'!l': B
Log in using the ‘masteradmin’ login name and the above password to
troubleshoot your BiMcloud.

Data Folder:

For data storage folder, it is recommended to select a local folder on an
internal S50 drive.

D-imgrData

Free Space an D: 140 GB Browse...
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5.9.3 The address of BIMcloud Basic will change to FQDNs soon.

The local IP addresses are temporary until the network traffic routing using a https certificate

is finalized late in section 6. In early section 7 we will change these settings to reflect the new
accessibility. To set up routing the BIMcloud Basic must have been activated and work. The
listeners in the next section will fail their health check if the BIMcloud Basic installation is not

working. At this point you can ONLY access the BIMcloud manager from the Amazon

instance through a remote desktop connection.

Home Servers ~ Server-2020-03-19
v E Showall ~ Q
B Servers

&’ BiMcloud Basic Manager

@ Server-2020-03-19

The IP addresses for
and the Server are temp
be changed to FQDNs.

Settings
E Server-2020-03-19

P Running ~

Version: 23.0.2504.1109
Status: Running

Projects: 0

Libraries: 0

Free project space: 139.5 GB
Free library space: 139.5 GB
Active users: 0

Active projects: 0

he Manager
rary! They will

Running ~

& LI
LTS Projects Libraries Activities
© status
Status
Version

Supported project version

Host computer

Installation folder

@ General settings

Name

@ Connection settings

Primary Address
(Used by BiMcloud Basic Manager and
ARCHICAD)

Alternative addresses and lookup order
(Used by ARCHICAD only)
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v23

For information about compatibility,
please go 1o GRAPHISOFT Support page

EC2AMAZ-VM471T8

c 8! -2020-03-19

Server-2020-03-19

® Automatic [http://172.16.1.162:22001]

@ Automatic [http//172.16.1.162:22001) (Primary Address)

©Test Connections



6. Finalize the network setup

Steps for section 6:

1.
1.

2.

NooswNn S

NooswN S

_ -

Create security groups for classic load balancers and EC2 instance
Create https-clb security group

Create bcports-ec2 security group

Summary of security groups (reference)

Create a classic load balancer for the BIMcloud Manager

Define load balancer

Assign security group to the BIMcloud Manager load balancer
Assign https certificate to load balancer.

Configure health check

Associate EC2 instance to load balancer

Label load balancer

Review load balancer settings and create

Create a classic load balancer for the BIMcloud Server

Define load balancer

Assign security group to the BIMcloud Server load balancer
Assign https certificate to load balancer.

Configure health check

Associate EC2 instance with load balancer

Label Load balancer

Review load balancer settings and create

Change Idle timeout of BIMcloud Server’s load manager (BCserver-clb)
Select load manager for BIMcloud Server (BCserver-clb)

Choose Description Tab and scroll down to Attributes: Idle timeout
Edit idle timeout from 60 seconds to 600 seconds.

Add security group to instance

Update DNS table

Navigate to Route 64; then to Hosted Zones; then to created domain.
Create a Record Set for the BCmanager-clb, and BCserver-clb
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6.1. Create security groups for classic load balancers and EC2
instance

If your instances panel is still open, you can navigate to the Security Groups panel with the
side bar link. To get to your instances page choose AWS in the upper left-hand corner, then
“EC2” link then choose your instances. These screens are shown in section 1if you are still a
bit rusty on how to navigate around Amazon.

| & (& & eu-west-1.console.aws.amazon.com/ec2/v2/home?region=eu-west-1#Instances:sort=availabilityZoi
awa Services Resource Groups ~ *
~—

| @ New EG2 Experience Launch Instance = v Actions ¥
Tell us what you think

HE3eIVaq INstances Q Filter by tags and attributes or search by keyword

Dedicated Hosts

| Scheduled Inatances 4 @ Name ~ Instance ID ~ Inst Type -~ Availability Zone ~
1 Capacity Reservations # BiMcloud i-0fa541b16546¢c444d z1d.xlarge eu-west-1a
¥ IMAGES
AMIs
Bundle Tasks

| Instance: | i-Ofa541b16546c444d (BiMcloud) Private IP: 172.16.1.162
|  ELASTIC BLOCK

STORE

Description Status Checks Monitoring Tags
Volumes
Snapshots Instance ID  i-0fab41b16546c444d (7

) Instance state  stopped
Lifecycle Manager
Instance type ~ z1d.xlarge

v NETWORK & Finding  None. Recommendations unsupported
SECURITY Private DNS  ip-172-16-1-162.eu-west-1.compute.internal
Security Groups Private Ps  172.16.1.162
Elastic IPs

Secondary private |Ps

Placement Groups
° VPCID vpc-e9acSbdd

L mes Phmim

The below security groups are necessary for the BIMcloud. The rdp-ec2 was created as part
of step 3.6 and if you didn’t change the name at that time could be called something like
“launch-wizard-1.” To be more descriptive | created a new security group with exactly the
same port settings but a better description and security group name. As time goes by you
may forget what “launch-wizard-1” secures.

Q 1 @
Security group ID A Security group name v VPCID v Description
5g9-0090556900b2 1f0ae beports-ec2 vpc-e9ac9bsd [4 internal 22000/22001 pert only open. traffic from clb
5g-025320c03ee4fdab9 rdp-ec2 vpc-e9ac9bsd [4 internet facing rdp only open
$g-059bd495378f9d2e2 https-clb vpc-e9ac9bsd [4 internet facing http/https only open
$g-6981b70f default vpc-e9ac9bsd [4 default VPC security group
sg-cc7399bb default - default group
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6.1.1 Create https-clb security group

Click on the [Create security group] button and use the below entries as a guide to fill in the values.
The identifier for your VPC will be different but the other choices should be the same. The security
group bcports-ec2 created in the next step will take its traffic from this security group. You will need
to click on [Add rule] to create the HTTP and HTTPS inbound rules shown below.

Create security group .«

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the field

Basic details

Security group name Info
https-clb

Name cannot be edited after creation

Description  info

Internet facing http/https only open

Scope Infe

O VPC EC2-Classic

VPC  Info

vpc-e9ac9bsd v

Inbound rules 1o

Type Info Protocol Portrange Info Source Info Descriptio

Info

HTTP v TCP 80 Anywh... ¥

HTTPS v TCP 443 Anywh... ¥

0.0.0.0/0 X

[ e
o
X8
X

=0 X

Add rule

Outbound rules o
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6.1.2 Create bcports-ec2 security group

The bcports-ec2 security group will be used to open the BIMcloud ports on the instance. The
source of the traffic for this security group is the https-clb security group created in the earlier
step.

ECZ Security Groups Create security group
. CIDR blocks
Create security group ..
0.0.0.0/0
A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To cre 0.000/8 plete the fields below.
A X 0.00.0/16
Basic details
0.0.0.0/24
0.0.0.0/32
Security group name info
=f0
becports-ec2
=16
Name cannot be edited after creation.
/32
Description  info /48
internal 22000/22001 port only open. traffic from https-clb /64
Scope Info Security Groups
O VvPC EC2-Classic beports-ec2 | sg-
0090556900b21f0ae
VPC info rdp-ec2 | sg-
025320c03eedfdabd
vpc-e9acsb8d v
https-clb |

5g-
02f65ce6aabid35Ta
https-cle | sg-02fB5ceBaabdd3zda

Inbound rules info

default | sg-

Description - optional info
6981b70f

Type Info Protocol Portrange Info Source Info
Info

Custom TCP v TCP 22000 - 22001 Custom ¥

Add rule

Outbound rules o
Type Info Protocol Portrange Info Destination Info Description - optional Info

info

All traffic v All All Custom ¥ Q

0.0.00/0 X
Add rule
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6.1.3 Summary of security groups (reference)
The identification following “sg-“ of security groups shown below will differ from the ones you
create, but the protocol, ports and logic for the source of traffic you set up should imitate what

is shown below.

5g-0090556900b21f0ae - beports-ec2

Details Innoun%ules Outbound rules Tags
Inbound rules
Type Protocol Port range

Custom TCP TCP 22000 - 22001

Edit inbound rules

Source Description - optional

sg-059bd495378f9d2e2 (https-clb) -

5g-059bd495378f9d2e2 - https-clb

Details Inbohmd rules Outbound rules Tags
Inbound rules

Type Protocol Port range
HTTP TCP 80

HTTP TCP 80

HTTPS TCP 443
HTTPS TCP 443

Edit inbound rules

Source Description - optional

0.0.0.0/0 -
/0 -
0.0.0.0/0 -

/0 -

59-025320c03eedfdabs - rdp-ec2

Details Inbound rules Outbq{%nu rules Tags
Inbound rules

Type Protocol Port range
RDP TCP 3389

RDP TCP 3389

Edit inbound rules

Source Description - optional

0.0.0.0/0 -

=/0 -

The outbound rules for all security groups are the same.

Details Inbound rules Qutbound, rules Tags

Outbound rules

Type Protocol

All traffic All All

Port range

Edit outbound rules

Destination Description - optional

0.0.0.0/0 -
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6.2. Create a classic load balancer for the BIMcloud Manager

The two load balancers that will be set up in this tutorial are key to encrypting communication
and making your site an https site.

From the Amazon EC2 instance panel click on the Load Balancer link in the side panel.

MNetwork Interfaces

¥ LOAD-S=SANCING

Target Sw=tps

¥ AUTO SCALING

Create a new load balancer by clicking on the [Create Load Balancer] button.

aWS, Services v Resource Groups v *
e —

@ New EC2 Experience Create Load Balancer [JF-Y-IIL1 0
Tell us what you think

k

EG2 Dashboard Q Filter by tags and attributes or search by keyword
Events
4 Name ~ DNS name ~ State ~ VPCID
Tags
Reports

‘You do not have any load balancers in this region.

Create a Classic Load Balancer.

Select load balancer type

Elastic Load Balancing supports three types of load balancers: Application Load Balancers, Network Load Balancers (new), and Classic Load Balancers. Choose the load balancer type that meets your needs. Learn more about

which load balancer is right for you
Network Load Balancer Classic Load Balancer

Application Load Balancer

PREVIOUS GENERATION
for HTTP, HTTPS, and TCP

Choose an Application Load Balancer when you need a fiexible Choose a Network Load Balancer when you need ultra-high Choose a Classic Load Balancer when you have an existing
feature set for your web applications with HTTP and HTTPS traffic. performance, TLS offloading at scale, centralized certificate application running in the EC2-Classic network.
Operating at the request level, Application Load Balancers provide deployment, support for UDP, and static IP addresses for your
advanced routing and visibility features targeted at application application. Operating at the cohnection level, Network Load Laamn maore >
architectures, including microservices and containers. Balancers are capable of handling millions of requests per second
securely while maintaining ultra-low latencies.
Learn more >

Learn more >
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6.2.1. Define a load balancer for the BIMcloud Manager

Use the below settings as an example. Some regions do not allow you to select subnets on
this page, For the Ireland region | was required to choose 2 subnets. Be sure to fill out the
name of the load balancer, the protocols and port before going to the next page.

Step 1: Define Load Balancer
Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load balancers you might create. You will also need to configure ports and
protocals for your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances. By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer name:  BCmanager-clb
Create LB Inside: vpc-e9ac9béd (172.16.0.0/16)

Create an internal load balancer: [ (what's this?)
Listener Configuration:
Load Balancer Protocol Load Balancer Port
HTTP ¥ 80
HTTPS (Secure HTTP) 5 443
Add

Select Subnets

Instance Protocol

HTTP ¥

HTTP v

Instance Port
80 [x]
22000 (%]

You will need to select a Subnet for each Availability Zone where you wish traffic to be routed by your load balancer. If you have instances in only one Availability Zone, please select at least two Subnets in different Availability Zones

to provide higher availability for your load balancer.
VPG vpc-eSac9bBd (172.16.0.0/16)
Available subnets
Actions Availability Zone

O eu-west-1b

Selected subnets

Actions Avallability Zone
O eu-west-1a
o eu-west-1c

Subnet ID Subnet CIDR
k5ut!m31—3btﬂ 894d 172.16.2.0/24
Subnet ID Subnet CIDR
subnet-e9dfda8d 172.16.1.0/24
subnet-c51f5e9d 172.16.3.0/24

Name

efed-subnet-b

Name

efed-subnet-a

eted-subnet-c

6.2.2. Assign security group to the BIMcloud Manager load

balancer

Chose the security group set up in step 6.1.1.

Step 2: Assign Security Groups

You have selected the option of having your Elastic Load Balancer inside of a VPC, which allows you to assign security groups to your load balancer. Please select the security groups to assign to this load balancer. This can be

changed at any time.

Assign a security group: ") Create a new security group

O Select an existing security group

Security Group D

5g-0090556900b21f0ae
5g-6881b70f

B sg-059bd49537819d2e2
5g-025320c03eedfdab9

beports-ec2
default
https-clb
rdp-ec2

Description

internal 22000/22001 port only open. traffic from clb
default VPC security group

internet facing http/ttps only cpen

internet facing rdp only open
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6.2.3. Assign https certificate to load balancer.
The load balancers main job in this setup is to terminate SSL. (add the “s” to http — https). To
complete that task, it will need the certificate created in section 4.

Step 3: Configure Security Settings
Select Certificate

AWS Certificate Manager (ACM) is the preferred tool to provision and store server certificates. If you previously stored a server certificate using IAM, you can deploy it to your load balancer. Learn more about HTTPS/SSL listeners
and certificate management.

Certificate type: @ Choose a certificate from ACM (recommended)
Choose a certificate from IAM
Upload a certificate to 1AM
Request a new certificate from ACM
| AWS Certificate Manager makes it easy to provision, manage, deploy, and renew SSL Certificates on the AWS platform. ACM manages certificate renewals for you. Learn more

Certificate: learningbim.org (a260c674-e3ad-4bbc-baf4-151c5b2be552) 3
Select a Cipher

Configure SSL negotiation settings for the HTTPS/SSL listeners of your load balancer. You may select one of the Security Policies listed below, or customize your own settings. Learn more about the Security Polices and configuring
SSL negotiation settings.

© Predefined Security Policy
SSL Protocols
ELBSecurityPolicy-2016-08

Custom Security Policy

Prot

L] SSL Options

SSL Ciphers

6.2.4. Configure health check for BIMcloud Manager load

balancer (BCmanager-clb)

The load balancer will not direct traffic to the BIMcloud Manager if it is not running. This is
why we set up the BIMcloud in section 5 prior to setting up the load balancers. Here we
define the health check the load balancer makes before forwarding traffic to the BIMcloud
Manager. Please verify that your settings are the same as the ones below.

Step 4: Configure Health Check
Your load balancer will automatically perform health checks on your EC2 instances and only rot
Gustomize the health check to meet your specific needs.

Ping Protocol HTTP E

Ping Port 22000

Ping Path /

Advanced Details

Response Timeout (j 5 seconds
Interval (j) 30 daconas
Unheaithy threshold (i) 2 ¥
Healthy threshold (i 10 v
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6.2.5. Associate EC2 instance with load balancer

Associate the instance that is running the BIMcloud with the load balancer. Your instance
identifier will be different from the one below, but the name and state should correlate.

Step 5: Add EC2 Instances

The table below lists all your running EC2 Instances. Check the boxes in the Select column to add those instanc

VPC vpc-e9ac8bsd (172.16.0.0/16)

@ Instance ~  Name ~ State -

B i-0fa541b16546c444d BiMcloud J running

6.2.6. Label load balancer

Step 6: Add Tags
Apply tags to your resources to help organize and identify them.
A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about taggir

Key Value

Name
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6.2.7. Review load balancer settings and create

Verify health check, protocols and ports. Your identifiers will be different from the ones
below.

Step 7: Review

Please review the load balancer details before continuing

v Define Load Balancer

Load Balancer name: BCmanager-clb
Scheme: internet-facing
80 (HTTP) forwarding to 80 (HTTPF)

Port Configuration:
9 443 (HTTPS) forwarding to 22000 (HTTP)

¥ Configure Health Check

Ping Target: HTTP:22000/
Timeout: S seconds
Interval: 30 seconds
Unhealthy threshold: 2
Healthy threshold: 10

* Add EC?2 Instances

Cross-Zone Load Balancing: Enabled
Connection Draining: Enabled, 300 seconds
Instances: i-0fa541b16546c444d (BIMcloud)

¥ VPC Information

VPC: vpc-e9ac9b8d
Subnets: subnet-e9dfdafd (etcd-subnet-a), subnet-c51f5e9d (etcd-subnet-c)

¥ Security groups
Security groups: 5g-059bd495378f9d2e2

¥ Add Tags

Mame: BCmanager-clb

45



6.3. Create a classic load balancer for the BIMcloud Server

Follow the steps in the beginning of 6.2 to start the definition of a new load balancer. Many of
the steps for the BIMcloud Server load balancer will be similar to the ones used to create the
BIMcloud Manager load balancer. There are subtle differences so pay attention to the
screenshots in the tutorial.

6.3.1. Define load balancer (BCserver-clb)

At the page to define the load balancer use the below values. You may or may not need to
select subnets, depending on the region you are creating your BIMcloud in.

Step 1: Define Load Balancer
Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load balancers you might create. You will also need to configure ports and
protocols for your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances. By default, we've configured your load balancer with a standard web server on port 80.
Load Balancer name:  BCserver-clb
Create LB Inside: vpc-e9ac9bld (172.16.0.0/16) 4
Create an internal load balancer: (what's this?)

Listener Configuration:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
HTTP ) 80 HTTP D 80 Q
HTTPS (Secure HTTP) 3§ 443 HTTP v 22001 [x]
Add

Select Subnets

You will need to select a Subnet for each Availability Zone where you wish traffic to be routed by your load balancer. If you have instances in only one Availability Zone, please select at least two Subnets in different Avallability Zones
1o provide higher availability for your load balancer.

VPC vpc-e9acobsd (172.16.0.0/16)
Available subnets
Actions Avallability Zone Subnet ID Subnet CIDR Name

ﬂ eu-west-1c subnet-c51f5e9d 172.16.3.0/24 etcd-subnet-c

Selected subnets

Actions Availability Zone Subnet ID Subnet CIDR Name
(-] eu-west-1a subnet-e9dfdagd 172.16.1.0/24 stcd-subnet-a
(-] 3 eu-west-1b subnet-3bb1894d 172.16.2.0/24 etcd-subnet-b
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6.3.2. Assign security group to the BIMcloud Server load
balancer

Step 2: Assign Security Groups
‘You have selected the option of having your Elastic Load Balancer inside of a VPC, which allows you to assign security groups to your load balancer. Please select the
changed at any time.

Assign a security group: () Greate a new security group

© Select an existing security group

Security Group ID Name Description
sg-0090556900b21f0ae becports-ec2 internal 22000/22001 port only open. traffic from clb
$g-6981b70f default default VPC security group

B sg-059bd495378f9d2e2 https-clb internet facing http/https only open
sg-025320c03eedfdab9 rdp-ec2 internet facing rdp only open

6.3.3. Assign https certificate to load balancer.

Step 3: Configure Security Settings
Select Certificate

AWS Certificate Manager (ACM) is the preferred tool to provision and store server certificates. If you previously stored a server certificate
and certificate management.

Certificate type: @ Choose a certificate from ACM (recommended)
“'Choose a certificate from I1AM
“'Upload a certificate to 1AM

Request a new certificate from ACM
AWS Certificate Manager makes it easy to provision, manage, deploy, and renew SSL Certificates on the AWS platform.

Certificate: | learningbim.org (a260c674-e3ad-4bbc-bafd-151c5b2be552) 5 |

Select a Cipher

Configure SSL negotiation settings for the HTTPS/SSL listeners of your load balancer. You may select one of the Security Policies listed
SSL negotiation settings.

Predefined Security Poli
° Y cy SSL Protocols

| ELBSecurityPolicy-2016-08 3

7| Protocol-TLSv1
1Custom Security Policy Protocol-SSLv3

#| Protocol-TLSv1.1
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6.3.4. Configure health check
Note the health check for the BIMcloud Server is significantly different from the BIMcloud
manager.

Step 4: Configure Health Check

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instan
Customize the health check to meet your specific needs.
Ping Protocol | HTTP 7
Ping Port 22001

Ping Path /get-runtime-id

fapplication-server-service/get-runtime-id
Advanced Details

Response Timeout (j) 5 seconds
Interval (i) 30 seconds
Unhealthy threshold () (2 d
Healthy threshold (i) | 10 d
3

6.3.5. Associate EC2 instance with load balancer

Step 5: Add EC2 Instances

The table below lists all your running EC2 Instances. Check the boxes in the Select column to add those instance:

VPC vpc-eSacobéd (172.16.0.0/16)

@ Instance ~  Name ~ State >

B i-0faf41b16546c444d BlMcloud ) running t

6.3.6. Label Load balancer

Step 6: Add Tags

Apply tags to your resources to help organize and identify them.

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about t

Key Value
Name BCserver-clb
Create Tag
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6.3.7. Review load balancer settings and create

The identifying alpha-numeric sequence you see after “i-“ or “sg-“ or “vpc-“ will differ from the

example below, but the other names, ports and protocols should be the same.

Step 7: Review

Please review the load balancer details before continuing

* Define Load Balancer

Load Balancer name: BCserver-clb
Scheme: internet-facing
80 (HTTP) forwarding to 80 (HTTP)

Port Configuration:
9 443 (HTTPS) forwarding to 22001 (HTTP)

¥ Configure Health Check

Ping Target: HTTP:22001/application-server-service/get-runtime-id
Timeout: 5 seconds
Interval: 30 seconds
Unhealthy threshold: 2
Healthy threshold: 10

v Add EC2 Instances

Cross-Zone Load Balancing: Enabled
Connection Draining: Enabled, 300 seconds
Instances: i-0fa541b16546c444d (BIMcloud)

¥ VPC Information

VPC: vpc-e9ac9b8d
Subnets: subnet-e9dfdagd (etcd-subnet-a), subnet-3bb1894d (etcd-subnet-b)

¥ Security groups
Security groups: 5g-059bd495378f3d2e2

v Add Tags

Mame: BCserver-clb
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6.4. Change Idle timeout of BIMcloud Server’s load balancer
(BCserver-clb)

If you find that large projects with hotlinks cannot be joined, but smaller projects can, then
probably the idle timeout of the load balance is too short. Here we extend the timeout to
prevent such problems.

6.4.1. Select load manager for BIMcloud Server (BCserver-clb)

Services v Resource Groups v *

lence Create Load Balancer [JF-tsi1 304
<

Q, Filter by tags and attributes or search by keyword

p Name « DNS name ~ State
BCmanager-clb BCmanager-clb-466403994....
B BCserverclb BCserver-clb-56579044.eu-...

6.4.2. Choose Description tab and scroll down to Attributes: Idle
timeout

[ ] BCserver-clb BCserver-clb-56579044 .eu-... vpc-e9ac8

Load balancer: | BCserver-clb
Description Instances Health check Listeners Monitoring Tags Migration

Basic Configuration

Name BCserver-clb c

* DNS name BCserver-clb-56579044.eu-west-1.elb.amazonaws.com ]
(A Record)

Type Classic (Migrate Now)
Scheme internet-facing

Avalilability Zones subnet-3bb1894d - eu-west-1b,
subnet-e9dfdagd - eu-west-1a
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6.4.3. Edit idle timeout from 60 seconds to 600 seconds.

Configure Connection Settings

Idle Timeout is the number of seconds a connection can be idle before the load balancer
closes the connection. See documentation for more information.

Idle timeout (1) seconds

Cancel [SCll]

6.5. Add security group to instance
The instance cannot yet communicate with the outside world. Here we will set the security
group so that the BIMcloud ports are open and receiving traffic from the load balancers.

GConnect

Launch Instance Connect

Q Filter by tags and attributes or searc

Get Windows Password

[ ] Name ~ Instance ID Greate Template From Instance lity Zone « Instance State ~ Status Check
Launch More Like This

[ ] BiMcloud i-0fa54 1b16546¢ 1a @ running & 2/2 checks
Instance State

Instance Settings

Image

ClassicLink Attach Network Interface
CloudWatch Monitoring

Change Source/Dest. Check

Manage IP Addresses

51



As part of the setup of RDP in step 3.6 your rdp security group might be called something like
“launch-wizard-1.”

Change Security Groups X

Instance ID:i-0fa541b16546c444d A
Interface 1D:eni-0ab259b698754d71¢1

Select Security Group(s) to associate with your instance

Security Group ID Security Group Name Description
5g-0090556900b21f0ae beports-ec2 internal 22000/22001 port only open. traffic from clb
- 5g-6981b70f default default VPC security group
- 5g-059bd495378f9d2e2 https-clb internet facing http/https only open
5g-025320c03ee4fdab9 rdp-ec2 internet facing rdp only open

ool Assign Security Groups

After you have completed the above you can check that the security groups are correctly
configured and that only the necessary ports are open, by examining in the lower portion of
the instance page the “view inbound rules” found under the Security group listing.

Elastic |Ps

Awailability zone  eu-west-1a

Security groups  bcporis-ec2, rdp-ecd. view inbound rules. view

Security Groups associated with i-0fa541b16546c444d

2020.03.11
Ports Protocol Source bcports-ec2  rdp-ec2

22000-22001 tcp 5g-058bd495378f9d2e2 v
3389 0.0.0.0/0, :=/0 v
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Similarly, check the outbound rules are not blocking anything.

Availability zone  eu-west-1a

Security groups _bcports-ec2, rdp-ecZ. view inbound rules. view
outbound rules

Security Groups associated with i-0fa541b16546¢c444d

Ports Protocol Destination bcports-ec2 rdp-ec2
All All 0.0.0.0/0 v v

Source/dest. check  True

6.6. Update DNS table

At this point the BIMcloud is accessible, but only via the IP addresses of the load balancers.
Now the DNS table of the domain needs to be updated to include them.

6.6.1 Navigate to Route 64; then to Hosted Zones; then to
created domain.

Navigate to the Services panel.

c @ eu-west-1

sole.aws.amazon.com/ec2)

|Resource Groups v

New EC2 Experience Create Load Balancer
Tell us what you think

G2 Dashboard Q, Filter by tags and attrib

vents
Name

ags
@ BCmanagerclb
\eports
BCserver-clb

Launch Route 53.

% Networking & Content Delivery
VPC
CloudFront

API éﬁtsway

Direct Gonnect

AWS App Mesh

AWS Cloud Map
Global Accelerator

x Developer Tools
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Click on Hosted zones.

% Services v  Resource Groups ~ %
Dashbgarg ‘ DNS management

Healthhssaehs 9 A visus
policie
Traffic flow Hosted zones @ compl

Traffic policies

Policy records

Domains Register domain
Registered domains

Find and ranister an availahla dnmain ar tranafar vonre

Click on the domain that you set up in step in section 2.

Create Hosted Zone

Dashboard 4
Hosted zones Q Search all fields X | Al Types ]
Health checks
Domain Name - Type~ RecordSetCount~ Comment
Traffic flow T Publc 51
Traffic policies . o
LTV AL S Public 698
Policy records
b Public 373
Domains )
b Public &
Registered domains
Bl Public 6
Pending requests
el Public &
Resolver
AT rann Public 6 HostedZone created by Route53 Registrar
VPCs
Inbound endpoints Bliancigueu e, Public &
Qutbound endpoints learn| ggp@,_m 3. Public 2 HostedZone created by Route53 Registrar

Rules
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6.6.2 Create a Record Set for the BCmanager-clb, and BCserver-
clb

The address for the BIMcloud manager in this tutorial will be https://mgr.learningbim.org. If in
the Name field nothing is entered, then the BIMcloud Manager would have an address of
https://learningbim.org which might be more desirable. If that is your choice, make sure to
make modification accordingly in step 7.1.1in the manager connection settings. The BIMcloud
server must have a different initial name field filled in and it is recommended it be “srv.” In
both cases these are “Alias” records that you need make sure point to the load balancers.
The Manager needs to be assigned the BCmanage-clb while the BIMcloud Server needs to
be assigned to BCserver-clb.

Back to Hosted Zones Create Record Set Test Record Set ~ ¢ 9

L

Q Record Set Name X Any Type 5 Aliases Only Weighted Only Crmats[RucordSat
Name: mgr Jleamingbim.org.
Displaying 110 3 out of 3 Record Sets
Type: A —|Pv4 address
Name Type Value Evaluate Target Health Health Check ID

Alias: @ Yes No
ns-1484.awsdns-58.0rg
. ns-1721.awsdns-23.co.uk. Alias Target: Enter largel name
learningbim.org. NS 188 dns.23 - -
ns-189.awsdns-23.com.
YYou can also ype| — S3 website endpoints —
ns-593.awsdns-10.net. - CloudFront distr ) Targets Available
- Elastic Beanstal .
learningbim.org. SOA  ns-1484.awsdns-58.org. awsdns-hostmaster.amazol - - - ELB load balang — ELB Application load balancers —
- 53 website endp. No Targets Available

srv.leamingbim.org. A ALIAS dualstack beserver-clb-56579044 eu-west-1.¢  No - - Resource recorg _ ELP’S#C load balancers —

MEC endooigt: &
- AP| Gateway cu BCmi clb-466403994. eu-west-1.alb.ar

2.amazonaws.con BCserverclb-56579044 eu-west-1.elb.amaz
- Global Acceleral
Learn More

— ELB Network load balancers —

Server Entry was
done in similar way. Routing Policy:  Simple

Route 53 responds lo queries based only on the values in this record. Learn
More

Evaluate Target Health: " Yes @No

Q Record Set Name X || Any Type * Aliases Only Weighted Only
Displaying 1 to 4 out of 4 Record Sets
Name Type Value Evaluate Target Health ~ Health Check ID

ns-1494.awsdns-58.0rg.

ns-1721.awsdns-23.co.uk.

learningbim.org. NS - -
ns-189.awsdns-23.com.
ns-593.awsdns-10.net.
learningbim.org. S0A  ns-1494.awsdns-58.org. awsdns-hostmaster.amazol - -
mgr.learningbim.org. A ALIAS dualstack.bcmanager-clb-466403994.eu-wes  No -
srv.learmningbim.org. A ALIAS dualstack.bcserver-clb-56579044.eu-west-1.e  No -
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7. Setup ARCHICAD to connect to the BlMcloud and share the
first project

Steps for section 7:
1. Setup connection addresses in BIMcloud Manager.
1. BlIMcloud Manager
2. BlMcloud Server
2. Loginto new BIMcloud. (Teamwork ==> Project ==> Share)
3. Verify network diagnostics are good.
1. Confirm BIMcloud Manager is accessible.
2. Confirm BlMcloud Server is accessible.
4. Share project; Test that after leaving the project it can be joined again.
5. Verify project and library are listed in BIMcloud Manager.
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7.1. Setup connection addresses in BIMcloud Manager

7.1.1. BIMcloud Manager connection settings

Make sure that only “https” address is listed here!

Home > Servers ¥ > BIMcloud Basic Manager > Settings

« E Showall v Q
Ii} BIMcloud Basic L R
B Servers LT Licenses
" Manager
[ cloud Basic Manager o TS

B Server-2020-03-19

Version:  2020.1(23.0.2504.1109)
Velsion: 23.0.2504.1109

: Supported project version:  v23
Stars: Running >

Host computer  ECZAMAZ-VMAT7IT8

Installation folder  C:\Progy il {ISOFT\BIMcl: ger-2020-03-19 |

o General settings

BIMcloud Basic name:  LearningBIM

@ connection settings

Primary Address @ https://mgr.learninghim.org/

Alternative addresses and lookup order @ https://mgr.learningbim.org/ {Primary Address)

@Test Connections

B Email preferences |

7.1.2. BIMcloud Server connection settings

Home » Servers ~ > Server-2020-03-19 > Ssettings >
« = Showall ~ Q, & o

B server-2020-03-19 ¥ NN
= Servers LT Projects  Libraries Activities

.
BiMcloud Basic Manager
il =0 > Running ~ o Status

Servel

3~

Status  Running ~
Version: 23.0.2504.1109

Version  23.0.2504.1109
Status: Running

Supported project version w23

Projects: 1
For information about compatibility,
Libraries: 1 please go to GRAPHISOFT Support page.
Free project space: 138.6 GB Host computer  ECZAMAZ-VMAZITE
Free library space: 138.6 GB Installation folder  C:\Program Files\GRAPHISOFT\BIMcloud\Server-2020-03-19

Active users: 0

Active projects: 0 o General settings

Name  Server-2020-03-19 ‘

@ connection settings

Primary Address | ® https:/srv.learningbim.org/
(Used by BIMcloud Basic Manager and
ARCHICAD) ‘

Alternative addresses and lookup order @ https://srv.learningbim.org/ (Primary Address)
(Used by ARCHICAD only) ‘

@Test Connections ‘
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7.2. Log into the new BIMcloud from an ARCHICAD client
somewhere in the Internet (Teamwork ==> Project ==> Share)

'@ Log in to BiMcloud

Address: https:/fmgr.learningbim.org

Run Metwork Diagnostic

Login name: Ed

Password: I!!--!---!l-- I

Forgot Password

7.3. Verify network diagnostics are good

® Share Teamwork Project

v () LearningBIM - BiMcloud Basic for ARCHICAD 23 ' @ & Ed

Go to LearningBIM - BIMcloud Basic for ARCHICAD 23 Manager \

Run Network Diagnostic for LearningBIM - BIMcloud Basic for ARCHICAD 23  Ieaiiald 5

(@) Log in to a different BIMcloud...
(2 Remove LearningBIM - BIMcloud Basic for ARCHICAD 23 from list
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7.3.1. Confirm BIMcloud Manager is accessible

@ MNetwork Diagnostic
Name: LearningBIM - BiMcloud Basic for ARCHICAD 23 Check
Status: @ BiMcloud is accessible
¥ DETAILS
Com p%n&nts: Addresses:
LearningBIM - BlMcloud... Set by Server Administrator
-{:} Server-2020-03-19 https://mgr.learningbim.org/ (Primary) L]

7.3.2. Confirm BlMcloud Server is accessible

The triangle and bolding should show communication is going direct to the server.

[ ] Metwork Diagnestic
Mame: LearningBIM - BiMcloud Basic for ARCHICAD 23 Check
Status: @ BIMcloud is accessible
¥ DETAILS
Components: Addresses:
c}g LearningBIM - BIMcloud... ./ https:/{srv.learningbim.org/ (Primary) Ll

{:} Server-2020-03-19 ./ Communicating via BiMcloud Manager
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7.4. Share project; Test that after leaving the project it can be
joined again.

® Share Teamwork Project
() LearningBIM - BIMcloud Basic for ARCHICAD 23 B @ | & Ed B
E Libraries
Project Name: FirstProject
[, Create Folder... ~ Libraries...

Open Project Settings after Share Cancel “ -

7.5. Verify project and library are listed in BIMcloud Manager.

e @ https://mgr.leamingbim.org/#maduleproject-manager
@ Projects | LearningBIM - BI... LT

Home > Projects ~ » Settings »

¢ = ShowAll~ Q
‘ Projects L

Librari
v UL £ D Create folder K Import

M ARCHICAD Library 23

Total size: 57.1 MB
4 FirstProject
Madified: 2020-03-21 13:47

Congratulations!
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